2023 - 2024 / BLG504 - Computer Engineering and Cryptography / Computer Engineering and Cryptography

GENEL TANIM / GENERAL DESCRIPTION

Ders Adi / Course Name

Computer Engineering and Cryptography / Computer Engineering and Cryptography

Ders Kodu / Course Code

BLG504

Ders Tirii / Course Type

Ders Seviyesi / Course Level

Master with Thesis / Master with Thesis

Ders Akts Kredi / ECTS 6.00
Haftalik Ders Saati (Kuramsal) / 0.00
Course Hours For Week

(Theoretical)

Haftalik Uygulama Saati / Course 0.00
Hours For Week (Objected)

Haftalik Laboratuar Saati / Course 0.00

Hours For Week (Laboratory)

Dersin Verildigi Yl / Year

1

Ogretim Sistemi / Teaching System

Daytime Class / Daytime Class

Egitim Dili / Education Language

On Kosulu Olan Ders(ler) /
Precondition Courses

Yok

None

Amaci / Purpose

Bu ders, modern kriptografinin temelleri, sifreleme sistemlerinin gegmisi ve temel sifreleme

algoritmalari gibi konular kapsamaktadir. Ayrica, simetrik anahtar kriptosistemleri, 6z(it

¢ikarma algoritmalari, sifreleme yontemleri ve agik anahtar kriptosistemleri gibi konular da

ele almaktadir. Ders ayni zamanda sayisal imza, anahtar dagitimi, anahtar kararlastirma
ve sir dagitimi gibi 6nemli konulari da kapsamaktadir. Ogrenciler, bu ders sayesinde

guvenli iletisim ve veri koruma konularinda temel bilgileri 6grenirken, kriptografi alanindaki

temel prensipleri ve uygulamalarn anlama firsati bulacaklardir.

Son olarak, ders kuantum sifreleme konusuna da deginmektedir. Ogrenciler, kuantum
sifreleme alanindaki temel kavramlar ve yontemleri 6grenerek, gelecekteki glivenlik
ihtiyaglarina yonelik yeni yaklasimlar hakkinda bilgi sahibi olacaklardir. Bu ders,
6grencilere kriptografi konusunda saglam bir temel sunmak ve gtivenligin 6nemini

vurgulamak amaciyla tasarlanmistir. Ogrenciler, ders siresince teorik konulari 6grenirken,

pratik uygulamalar ve gergek diinya senaryolari lizerinde galisarak kriptografi becerilerini
gelistirme firsati bulacaklardir

This course covers the fundamentals of modern cryptography, including the history of
encryption systems and basic encryption algorithms. It also explores topics such as
symmetric key cryptosystems, hash algorithms, encryption methods, and public key
cryptosystems.

The course also addresses important topics like digital signatures, key distribution, key
agreement, and secret sharing. Through this course, students will gain a fundamental
understanding of the principles and applications of cryptography, enabling them to
learn about secure communication and data protection.

Additionally, the course touches on quantum cryptography. Students will learn the
basic concepts and methods in quantum cryptography, gaining knowledge about new
approaches for future security needs.

The objective of this course is to provide students with a solid foundation in
cryptography and emphasize the importance of security. Throughout the course,
students will have the opportunity to develop their cryptography skills through
theoretical learning, practical applications, and real-world scenarios.

igerigi / Content

"Bilgisayar Guvenligi ve Kriptografi" dersi, bilgisayar sistemlerinin gtvenligini saglamak
igin temel prensipleri ve teknikleri inceler. Ogrenciler, bilgisayar korsanligi tehditleri,
sifreleme teknikleri, ag glivenligi, glivenlik politikalari ve savunma stratejileri gibi konulari
ogrenirler. Ders, 6grencilere bilgi teknolojileri alaninda giivenlik uzmanlari olarak kariyer

yapmak igin gerekli olan temel bilgi ve becerileri saglar. Bu ders, bilgi gtivenligi konusunda

glclu bir temel olusturarak, 6grencilerin dijital dinyadaki guvenlik zorluklariyla basa
¢lkmasina yardimci olur.

"The Computer Security and Cryptography" course explores the fundamental
principles and techniques to secure computer systems. Students learn about computer
hacking threats, encryption techniques, network security, security policies, and
defense strategies. The course provides students with the essential knowledge and
skills needed to pursue careers as security experts in the field of information
technology. By establishing a strong foundation in information security, this course
helps students tackle security challenges in the digital world effectively.




Onerilen Diger Hususlar / Yok None

Recommended Other

Considerations

Staj Durumu / Internship Status Yok None

Kitabi / Malzemesi / Onerilen Antoine Joux, Algorithmic Cryptanalysis, CRC Press, 2009 Antoine Joux, Algorithmic Cryptanalysis, CRC Press, 2009

Kaynaklar / Books / Materials /
Recommended Reading

Ogretim Uyesi (Uyeleri) / Faculty
Member (Members)

OGRENME GIKTILARI / LEARNING OUTCOMES

1 Ogrenciler, bilgisayar sistemlerini etkileyebilecek gesitli glivenlik tehditlerini taniyacak ve analiz
edeceklerdir.

Students will recognize and analyze various security threats that can affect computer systems.

2 Ogrenciler, sifreleme teknikleri ve algoritmalarini anlayarak, verilerin giivenligini saglamak igin
kriptografiyi etkili bir sekilde uygulayabileceklerdir.

By understanding encryption techniques and algorithms, students will effectively apply cryptography
to ensure data security.

3 Ogrenciler, giivenli adlar olusturmak ve ag tabanl saldirilara karsi korunmak icin gerekli stratejileri

gelistireceklerdir.

Students will learn network security principles to develop necessary strategies for creating secure
networks and protecting against network-based attacks.

4 Ogrenciler, kuruluslar igin etkili giivenlik politikalan gelistirmek ve uygulamak igin gereken bilgiyi
kazanacaklardir.

Students will gain the knowledge required to develop and implement effective security policies for
organizations.

5 Ogrenciler, yaziim ve sistemlerdeki giivenlik agiklarini tespit etme yeteneklerini gelistirerek, bu
aciklan kapatmak icin etkili savunma stratejileri olusturabileceklerdir.

By enhancing their ability to identify security vulnerabilities in software and systems, students will
create effective defense strategies to address these vulnerabilities.

HAFTALIK DERS iCERIGi / DETAILED COURSE OUTLINE
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Hafta / Week

Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
1 Temel Kavramlar
Basic Concepts
. . gretim Yont .. _—
Teorik Dersler / Theoretical Uygulama Lab '(I:')gl:ﬁi;(?;ri/(?l'r;:cmi\rgz Methods On Hazirlik / Preliminary
Techniques
2 Sifreleme Sistemlerinin Tarihgesi
History of Encryption Systems
Teorik Dersler / Theoretical Uygulama Lab ?g;ﬁiﬁ:ﬁgtsgig Methods On Hazirlik / Preliminary
Techniques
3 Bilgi Teorisi Temelleri
Foundations of Information Theory
. . Ogretim Yont - _
Teorik Dersler / Theoretical Uygulama Lab Tgl:ﬁill(rlgri/?rgsgig Methods On Hazirlik / Preliminary
Techniques
4 Simetrik Anahtar Sifreleme Yontemleri
Symmetric Key Encryption Methods
gretim YO "
Teorik Dersler / Theoretical Uygulama Lab Ogretim Yontem ve On Hazirlik / Preliminary

Teknikleri/Teaching Methods
Technigues

5 Oziit Cikarma Yéntemleri

Extraction Methods
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
6 Blok Sifreleme Y&ntemleri
Block Cipher Methods
. . Ogretim Yontem ve = .
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Technigues
7 Ara Sinav
Midterm Exam
. . Ogretim Yoéntem ve . o
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
8 RSA
RSA
Teorik Dersler / Theoretical Uygulama Lab ?g{ﬁh‘:};:{ﬁgggﬂ\r/‘z Methods On Hazirlik / Preliminary
Technigues
9 Sayisal imza
Digital Signature
. . Ogretim Yoéntem ve x .
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
10 |Sayisal imza
Digital Signature
Teorik Dersler / Theoretical Uygulama Lab '?eglzﬁgll(T;rT/?rr:aeg;i\;\Z Methods On Hazirlik / Preliminary
Techniques
11 Anahtar Dagrtimi

Key Distribution
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
12 Anahtar Kararlastirma
Key Decisioning
gretim YO .
Teorik Dersler / Theoretical Uygulama Lab '?glzﬁ;LT;ri/%Zt:g;li\éz Methods On Hazirlik / Preliminary
Technigues
13 Sir Dagitim Yontemleri
Secret Distribution Methods
. . Ogretim Yont: - .
Teorik Dersler / Theoretical Uygulama Lab Tgl:ﬁill(rlrt\eri/s)l'r;sgiﬁge; Methods On Hazirlik / Preliminary
Techniques
14 Genel Tekrar

General Review
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DEGERLENDIRME / EVALUATION

. Savi/ Katki Yuzdesi /
Yanyil (Yil) Ii Etkinlikleri / Term (or Year) Learning Activities Nun}llber Percentage of
Contribution (%)
Ara Sinav / Midterm Examination 1 100
Toplam / Total: 1 100
Basar Notuna Katki Yiizdesi / Contribution to Success Grade(%): 40
Savi/ Katki Yuzdesi /
Yanyil (Yil) Sonu Etkinlikleri / End Of Term (or Year) Learning Activities Nurr¥ber Percentage of
Contribution (%)
Final Sinavi / Final Examination 1 100
Toplam / Total: 1 100
Basari Notuna Katki Yiizdesi / Contribution to Success Grade(%): 60
Etkinliklerinin Basar Notuna Katki Yiizdesi(%) Toplami / Total Percentage of Contribution (%) to Success Grade: 100
Degerlendirme Tipi / Evaluation Type:
iS YUKU / WORKLOADS
Siiresi | Toplam Is Yiikii
. Sayi/ (Saat) / (Saat) / Total
SR Er e e Number | Duration Work Load
(Hours) (Hour)
Ara Sinav / Midterm Examination 1 72.00 72.00
Ara Sinav igin Bireysel Calisma / Individual Study for Mid term Examination 1 1.00 1.00
Final Sinavi / Final Examination 1 76.00 76.00
Final Sinavi igiin Bireysel Calisma / Individual Study for Final Examination 1 1.00 1.00
Toplam / Total: 4 150.00 150.00

Dersin AKTS Kredisi = Toplam Is Yiikii (Saat) / 25.00 (Saat/AKTS) = 150.00/25.00 = 6.00 ~ 6.00 / Course ECTS Credit = Total Workload (Hour) / 25.00 (Hour / ECTS) = 150.00 / 25.00 = 6.00 ~ 6.00

PROGRAM VE OGRENME CIKTISI/ PROGRAM LEARNING OUTCOMES
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Ogrenme Ciktilari /
Learning Outcomes

Program Ciktilari / Program Outcomes

1.1.2

1.1.3

1.1.4

1.1.5

1.1.6

1.1.7

1.1.8

1.1.9

1.1.10(1.1.11

1.1.12

1.1.13

1.1.14

1.1.15

1.0grenciler, bilgisayar
sistemlerini etkileyebilecek
cesitli glivenlik tehditlerini
taniyacak ve analiz
edeceklerdir. / Students will
recognize and analyze various
security threats that can affect
computer systems.

2.0grenciler, sifreleme
teknikleri ve algoritmalarini
anlayarak, verilerin giivenligini
saglamak icin kriptografiyi etkili
bir sekilde
uygulayabileceklerdir. / By
understanding encryption
techniques and algorithms,
students will effectively apply
cryptography to ensure data
security.

3.0grenciler, glivenli aglar
olusturmak ve ag tabanl
saldirilara karsi korunmak icin
gerekli stratejileri
gelistireceklerdir. / Students will
learn network security
principles to develop necessary
strategies for creating secure
networks and protecting
against network-based attacks.

4.0grenciler, kuruluslar igin
etkili glivenlik politikalar
gelistirmek ve uygulamak igin
gereken bilgiyi
kazanacaklardir. / Students will
gain the knowledge required to
develop and implement
effective security policies for
organizations.

718




5.0grenciler, yaziim ve
sistemlerdeki glivenlik
aciklarini tespit etme
yeteneklerini gelistirerek, bu
aciklan kapatmak icin etkili
savunma stratejileri
olusturabileceklerdir. / By
enhancing their ability to
identify security vulnerabilities
in software and systems,
students will create effective
defense strategies to address
these vulnerabilities.

Katki Dlzeyi/ Contribution Level

: 1-Cok Dustik / Very low, 2-Dustik / Low, 3-Orta / Moderate, 4-Yiiksek / High, 5-Cok Yiiksek / Very high
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