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GENEL TANIM / GENERAL DESCRIPTION

Ders Adi / Course Name

Informatics Ethics / Informatics Ethics

Ders Kodu / Course Code

EMIS407

Ders Tirii / Course Type

Ders Seviyesi / Course Level

Bachelor / Bachelor

Ders Akts Kredi / ECTS 6.00
Haftalik Ders Saati (Kuramsal) / 3.00
Course Hours For Week

(Theoretical)

Haftalik Uygulama Saati / Course 0.00
Hours For Week (Objected)

Haftalik Laboratuar Saati / Course 0.00
Hours For Week (Laboratory)

Dersin Verildigi Yl / Year 4

Ogretim Sistemi / Teaching System

Daytime Class / Daytime Class

Egitim Dili / Education Language

English / English

On Kosulu Olan Ders(ler) /
Precondition Courses

Amaci / Purpose

Dersin temel amaci; 6gretmen adaylarina, bilisim eknolojilerinin kullanimi sirasinda ortaya
clkabilecek guvenlik sorunlarini géziimleme ve etik problemlere karsi dogru bakis agisini
ortaya koyabilme becerisi kazandirmaktir.

The main aim of the course; The aim is to provide pre-service teachers with the ability
to analyze security problems that may arise during the use of informatics technologies
and to present the right perspective against ethical problems.

igerigi / Content

Etik kavrami; bilgisayar glivenliginin tarihsel gelisimi; etik-meslek iliskisi ve profesyonel
etik; etik ilkelerin dogasi; dijital vatandaslik ve bilgi toplumu bireyinin etik sorumluluklari;
bilisim kaynaklarinin kullaniminda etik sorunlar; bilginin dogrulugu; bilgiye erisim;
mahremiyet; veri koruma; fikri mllkiyet, telifler, patentler ve lisans anlagmalari; bilisim
hukuku; bilisim suclari; bilisim suglarinin toplumsal etkileri; siber uzay ve siber givenlik ile
ilgili temek kavramlar; siber aktorler ve saldiri yéntemleri; siber savunma yontemleri; mobil
ve sosyal medya ortamlarinda guvenlik; ag guvenligi; kisisel ve kurumsal veri guivenligi
yonetimi; bilisim mevzuati ve hukuku.

Ethics concept; historical development of computer security; ethics-professional
relationship and professional ethics; the nature of ethical principles; digital citizenship
and ethical responsibilities of the information society individual; ethical problems in the
use of information resources; accuracy of information; access to information; privacy;
data protection; intellectual property, copyrights, patents and license agreements; IT
law; computer crimes; societal effects of cybercrime; basic concepts of cyberspace
and cyber security; cyber actors and attack methods; cyber defense methods; security
in mobile and social media environments; network security; personal and corporate
data security management; IT legislation and law.

Onerilen Diger Hususlar /
Recommended Other
Considerations

Staj Durumu / Internship Status

yok

None

Kitabi / Malzemesi / Onerilen
Kaynaklar / Books / Materials /
Recommended Reading

Barger, R. N. (2008). Computer ethics: A case-based approach. New York, NY:
Cambridge University Press.

» Mason, R. O. (1986). Four ethical issues of information age. MIS Quarterly, 10,(1), 5-12.
Bynum, T. (2001). Computer ethics: Its birth and its future. Ethics and Information
Technology, 3(2), 109-112.

Barger, R. N. (2008). Computer ethics: A case-based approach. New York, NY:
Cambridge University Press.

» Mason, R. O. (1986). Four ethical issues of information age. MIS Quarterly, 10,(1), 5-
12.

Bynum, T. (2001). Computer ethics: Its birth and its future. Ethics and Information
Technology, 3(2), 109-112.




Ogretim Uyesi (Uyeleri) / Faculty
Member (Members)

OGRENME GIKTILARI / LEARNING OUTCOMES

Ogrenciler isverene, miisteriye ve topluma karsi sorumluluklarin farkinda olma becerisi kazanirlar. Students gain the ability to be aware of their responsibilities towards employers, customers and
Ogrenciler ilgili meslek kuruluslannin mesleki davranig kurallarini 6grenirler. Ogrenciler meslekle ilgili society. Students learn the professional code of conduct of the relevant professional organizations.
1 ahlaki konularda bir gériise sahip olurlar. Ogrenciler meslek yasami boyunca ahlaki konular géz Students gain an opinion on ethical issues related to the profession. Students feel the need to act
oniinde bulundurarak ahlaken dogru,yasal ve meslek kurallarina uygun davranma geregini duyarlar. ethically, legally and in accordance with professional rules by considering moral issues throughout
Ogrenciler meslekle ilgili ahlaki goriisii s6zlii ve yazili olarak savunabilirler. their professional life. Students can defend the moral view of the profession verbally and in writing.

HAFTALIK DERS iGERIGi / DETAILED COURSE OUTLINE

217




Hafta / Week

Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
1 Veri iletisimi
data communication
. . gretim Yont .. _—
Teorik Dersler / Theoretical Uygulama Lab '(I:')gl:ﬁi;(?;ri/(?l'r;:cmi\rgz Methods On Hazirlik / Preliminary
Techniques
2 LAN ve ETHERNET
LAN and ETHERNET
Teorik Dersler / Theoretical Uygulama Lab ?g;ﬁiﬁ:ﬁgtsgig Methods On Hazirlik / Preliminary
Techniques
3 Protokol ve Port kavramlari
Protocol and Port concepts
. . Ogretim Yont - _
Teorik Dersler / Theoretical Uygulama Lab Tgl:ﬁill(rlgri/?rgsgig Methods On Hazirlik / Preliminary
Techniques
4 TCP yapisi
TCP structure
Teorik Dersler / Theoretical Uygulama Lab Ogretim Yontem ve On Hazirlik / Preliminary

Teknikleri/Teaching Methods
Technigues

5 Internet Protokol (IP)

Internet Protocol (IP)
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
6 ARP izleme
ARP monitoring
. . Ogretim Yontem ve = .
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Technigues
7 Vize Sinavi
Midterm Exam
. . Ogretim Yoéntem ve . o
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
8 Kodlama Teknikleri
Coding Techniques
gretim YO .
Teorik Dersler / Theoretical Uygulama Lab 'Cl')glzﬁmqeri/(')l'gt:cr:?\i\r,lz Methods On Hazirlik / Preliminary
Technigues
9 Anahtar tabanl sifreleme
Key-based encryption
. . Ogretim Yoéntem ve x .
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
10 Kétlye kullanim ve saldin yontemleri
Abuse and attack methods
. . gretim Yont .. -
Teorik Dersler / Theoretical Uygulama Lab '?eglzﬁill(r;;ri/(?rr;aeg;i\r/\z Methods On Hazirlik / Preliminary
Techniques
11 Saldin kodlarn

Attack codes
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
12 Kurumsal Ag Guvenligi
Enterprise Network Security
gretim YO .
Teorik Dersler / Theoretical Uygulama Lab '?glzﬁ;LT;ri/%Zt:g;li\éz Methods On Hazirlik / Preliminary
Technigues
13 Siber giivenlik ve Risk yonetimi
Cyber security and Risk management
. . Ogretim Yont - .
Teorik Dersler / Theoretical Uygulama Lab Tgl:ﬁill(rlrt\eri/s)l'r;sgiﬁge; Methods On Hazirlik / Preliminary
Techniques
14 Final Sinavi
Final Exam
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DEGERLENDIRME / EVALUATION

. Savi/ Katki Yuzdesi /
Yanyil (Yil) Ii Etkinlikleri / Term (or Year) Learning Activities y Percentage of
Number - A
Contribution (%)
Ara Sinav / Midterm Examination 1 100
Toplam / Total: 1 100
Basar Notuna Katki Yiizdesi / Contribution to Success Grade(%): 40
Savi/ Katki Yuzdesi /
Yanyil (Yil) Sonu Etkinlikleri / End Of Term (or Year) Learning Activities y Percentage of
Number o s
Contribution (%)
Final Sinavi / Final Examination 1 100
Toplam / Total: 1 100
Basari Notuna Katki Yiizdesi / Contribution to Success Grade(%): 60
Etkinliklerinin Basar Notuna Katki Yiizdesi(%) Toplami / Total Percentage of Contribution (%) to Success Grade: 100
Degerlendirme Tipi / Evaluation Type:
iS YUKU / WORKLOADS
Siiresi | Toplam Is Yiikii
. Sayi/ (Saat) / (Saat) / Total
SR Er e e Number | Duration Work Load
(Hours) (Hour)
Ara Sinav / Midterm Examination 1 2.00 2.00
Ara Sinav igin Bireysel Calisma / Individual Study for Mid term Examination 2 2.00 4.00
Derse Katilim / Attending Lectures 14 8.00 112.00
Final Sinavi / Final Examination 1 2.00 2.00
Final Sinavi igiin Bireysel Calisma / Individual Study for Final Examination 2 6.00 12.00
Performans / Performance 5 5.00 25.00
Toplam / Total: 25 25.00 157.00

Dersin AKTS Kredisi = Toplam Is Yiikii (Saat) / 25.00 (Saat/AKTS) = 157.00/25.00 = 6.28 ~ / Course ECTS Credit = Total Workload (Hour) / 25.00 (Hour / ECTS) = 157.00 / 25.00 = 6.28 ~
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PROGRAM VE OGRENME CIKTISI / PROGRAM LEARNING OUTCOMES

Ogrenme Ciktilari / Program Ciktilar / Program Outcomes
Hzailifg QUERES 111 (112113 (114|115 [ 116 | 1.1.7 [ 1.1.8 | 1.1.9 [1.1.10(1.1.11[1.1.12|1.1.13|1.1.14 [1.1.15

1.0grenciler isverene,
muisteriye ve topluma karsi
sorumluluklarin farkinda olma
becerisi kazanirlar. Ogrenciler
ilgili meslek kuruluslarinin
mesleki davranis kurallarini
dgrenirler. Ogrenciler meslekle
ilgili ahlaki konularda bir gorise
sahip olurlar. Ogrenciler
meslek yasami boyunca ahlaki
konular g6z 6niinde
bulundurarak ahlaken
dogru,yasal ve meslek
kurallarina uygun davranma
geregini duyarlar. Ogrenciler
meslekle ilgili ahlaki gérigu
s6zll ve yazil olarak
savunabilirler. / Students gain
the ability to be aware of their
responsibilities towards
employers, customers and
society. Students learn the
professional code of conduct of
the relevant professional
organizations. Students gain
an opinion on ethical issues
related to the profession.
Students feel the need to act
ethically, legally and in
accordance with professional
rules by considering moral
issues throughout their
professional life. Students can
defend the moral view of the
profession verbally and in
writing.

Katki Dlzeyi / Contribution Level : 1-Cok Diistk / Very low, 2-Diistk / Low, 3-Orta / Moderate, 4-Yuksek / High, 5-Cok Yiiksek / Very high
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