2023 - 2024 / ESOF405 - Cyber Security / Cyber Security

GENEL TANIM / GENERAL DESCRIPTION

Ders Adi / Course Name

Cyber Security / Cyber Security

Ders Kodu / Course Code

ESOF405

Ders Tirii / Course Type

Ders Seviyesi / Course Level

Bachelor / Bachelor

Ders Akts Kredi / ECTS 6.00
Haftalik Ders Saati (Kuramsal) / 3.00
Course Hours For Week

(Theoretical)

Haftalik Uygulama Saati / Course 0.00
Hours For Week (Objected)

Haftalik Laboratuar Saati / Course 0.00
Hours For Week (Laboratory)

Dersin Verildigi Yl / Year 4

Ogretim Sistemi / Teaching System

Daytime Class / Daytime Class

Egitim Dili / Education Language

On Kosulu Olan Ders(ler) /
Precondition Courses

Amaci / Purpose

Bilgisayar guivenligi, bir bilgisayarin veya bir bilgisayar sisteminin varliklar olarak
adlandirdiginiz deg@erlerin korunmasidir. Donanim, yazilim, veri, insanlar, siiregler veya
bunlarin birlesimini igeren birgok varlik tird vardir. Bunu korumak igin, 6nce neyin kime
deger verdigini belirlemeliyiz. Bu ders bilgisayar glvenligi riskinin nasil kontrol edilecegi ile
ilgilidir.

Computer security is the protection of what you call the assets of a computer or a
computer system. There are many types of assets that include hardware, software,
data, people, processes, or a combination of these. To preserve this, we must first
identify what values whom. This course is about how to control computer security risk.

igerigi / Content

Girig/ Kimlik Dogrulama, erigim Kontrol ve Sifreleme/ Programlar ve Programlama / Web-
Kullanici kismi/ Aglar/ Bulut / Gizlilik/ Slfreleme Detaylari / Glincel konular

Login/ Authentication, Access Control and Encryption/ Programs and Programming /
Web-User part/ Networks/ Cloud / Privacy/ Encryption Details / Current Topics

Onerilen Diger Hususlar /
Recommended Other
Considerations

Staj Durumu / Internship Status

yok

Kitabi / Malzemesi / Onerilen
Kaynaklar / Books / Materials /
Recommended Reading

Ogretim Uyesi (Uyeleri) / Faculty
Member (Members)




OGRENME GIKTILARI / LEARNING OUTCOMES

Ogrenciler bilgisayar sistemlerinin giivenligini tarifleyebilecek ve analiz edebileceklerdir. Ogrenciler Students will be able to describe and analyze the security of computer systems. Students will learn
donanim seV|yg.slndek| ve f|2|l_<se_l_ Uet'$"?" ka_ntmanmdakl guvenlik kavramlarlrjl ve _bu .ka.‘{ra.’.‘”"af".‘ the concepts of security at the hardware level and the physical communication layer and their
uygulanmasini 6greneceklerdir. Ogrenciler internet acisindan haberlesme aglan ile ilgili glivenlik o f . o :

s . o A S .. . application. Students will learn the security problems related to communication networks in terms of
problemlerini ve bu problemlerin tespit edilmesi ile giderilmesi icin uygulanmasi gereken yontemleri . . -
Sgreneceklerdir internet and the methods to be applied to detect and eliminate these problems.

HAFTALIK DERS ICERIGi / DETAILED COURSE OUTLINE
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Hafta / Week

Ogretim Yontem ve

Teknikleri/Teaching Methods On Hazirlik / Preliminary

Teorik Dersler / Theoretical Uygulama Lab

Techniques

1 Siber Guvenlik Nedir? Kisisel Veri Kavrami Kisisel Veriye Ulasmak

What is Cyber Security? Personal Data Concept Accessing Personal
Data

Teorik Dersler / Theoretical Uygulama Lab ?g{ﬁ;ﬂ;}ﬁgg&i\éz Methods On Hazirlik / Preliminary

Techniques

Kurumsal Veri Kavrami Veriyi Hash Kullanarak Karsilagtirmak Hacker

2 |Turleri ve Tehditler
Enterprise Data Concept Comparing Data Using Hash Types of
Hackers and Threats
Teorik Dersler / Theoretical Uygulama Lab ?g;ﬁiﬁ:ﬁgtsgig Methods On Hazirlik / Preliminary
Techniques
3 Siber Savaslar Saldirilar, Kavramlar ve Teknikler Siber Saldiri Nasil

Analiz Edilir? Siber Tehdit Egilimleri Sosyal Mithendislik Kavrami

Cyber Wars Attacks, Concepts and Techniques How to Analyze
Cyber Attack? Cyber Threat Trends Social Engineering Concept

Teorik Dersler / Theoretical Uygulama Lab ?g&ﬁ;g;:{ﬁg:&ig Methods On Hazirlik / Preliminary

Techniques

4 Siber Guvenlik Uygulamalarn

Cyber Security Applications

gretim YO "
Teorik Dersler / Theoretical Uygulama Lab '?glzﬁgll(rlnerils)l'gt:é?]i\r’:; Methods On Hazirlik / Preliminary

Technigues

Verilerinizi ve Gizliliginizi Koruyun Veriyi Korumak Gigli Parolalar
Olusturmak Verilerinizin Sahibi Kim? Cevrimici Gizliligi Korumak

Protect Your Data and Privacy Protecting Data Creating Strong
Passwords Who Owns Your Data? Protecting Online Privacy
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
6 Cahstiginiz Kurumu Korumak Firewall (Guvenlik Duvarlan) Davranis
Bazl Yaklagimlar
Protecting Your Organization Firewall Behavior-Based Approaches
. . Ogretim Yontem ve = .
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Technigues
7 Vize Sinavi
Midterm Exam
. . Ogretim Yoéntem ve . o
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
8 Kali Linux (Penetrasyon Testleri ve Uygulamalar) Deep Web
Kali Linux (Penetration Tests and Applications) Deep Web
gretim YO "
Teorik Dersler / Theoretical Uygulama Lab 'Cl')glzﬁmqeri/(')l'gt:cr:?\i\r,lz Methods On Hazirlik / Preliminary
Technigues
9 Ag Guvenligi Ag Saldirilan ve Ag Saldin Tirleri Yerel Aglarda Yapilan
Saldin Tarleri
Network Security Network Attacks and Types of Network Attacks
Types of Attacks on Local Networks
. . Ogretim Yont - .
Teorik Dersler / Theoretical Uygulama Lab Tgl:ﬁiw:eri/?rr;:(r‘}]ﬁ\rg Methods On Hazirlik / Preliminary
Techniques
10 Web Uygulamalari ve Giivenlik Agiklar Agik Kaynak Kodlu
Yazilimlarin Aciklari Mobil Uygulamalari ve Guvenlik Agiklari
Web Applications and Vulnerabilities Open Source Software
Vulnerabilities Mobile Applications and Vulnerabilities
. . gretim Yont N -
Teorik Dersler / Theoretical Uygulama Lab '?eglzﬁill(r;;ri/(?rr;aeg;i\r/\z Methods On Hazirlik / Preliminary
Techniques
11 Siber Guvenlik Uzmani - Seminer

Cyber Security Expert - Seminar
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
12 Siber Guvenlik Uzmani - Seminer
Cyber Security Expert - Seminar
Teorik Dersler / Theoretical Uygulama Lab ?ggﬁ;ﬂ;:{ﬁrgsggi\% Methods On Hazirlik / Preliminary
Technigues
13 Uygulamalar Genel Tekrar
Applications General Review
Teorik Dersler / Theoretical Uygulama Lab ?g&ﬁﬂ&gﬁgﬁgmz Methods On Hazirlik / Preliminary
Techniques
14 Final Sinavi
Final Exam
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DEGERLENDIRME / EVALUATION

. Savi/ Katki Yuzdesi /
Yanyil (Yil) Ii Etkinlikleri / Term (or Year) Learning Activities Nun}llber Percentage of
Contribution (%)
Ara Sinav / Midterm Examination 1 100
Toplam / Total: 1 100
Basar Notuna Katki Yiizdesi / Contribution to Success Grade(%): 40
Savi/ Katki Yuzdesi /
Yanyil (Yil) Sonu Etkinlikleri / End Of Term (or Year) Learning Activities Nurr¥ber Percentage of

Contribution (%)

Final Sinavi / Final Examination 100

Toplam / Total: 100

Basari Notuna Katki Yiizdesi / Contribution to Success Grade(%): 60
100

Etkinliklerinin Basar Notuna Katki Yiizdesi(%) Toplami / Total Percentage of Contribution (%) to Success Grade:

Degerlendirme Tipi / Evaluation Type:

iS YUKU / WORKLOADS
Siiresi | Toplam Is Yiikii
. Sayi/ (Saat) / (Saat) / Total

ShauliE: o eees Number | Duration Work Load

(Hours) (Hour)
Final Sinavi igiin Bireysel Calisma / Individual Study for Final Examination 2 5.00 10.00
Performans / Performance 5 3.00 15.00
Ara Sinav / Midterm Examination 1 1.00 1.00
Ara Sinav igin Bireysel Calisma / Individual Study for Mid term Examination 2 5.00 10.00
Derse Katilim / Attending Lectures 10 10.00 100.00
Final Sinavi / Final Examination 1 2.00 2.00
Toplam / Total: 21 26.00 138.00

Dersin AKTS Kredisi = Toplam Is Yiikii (Saat) / 25.00 (Saat/AKTS) = 138.00/25.00 = 5.52 ~ / Course ECTS Credit = Total Workload (Hour) / 25.00 (Hour / ECTS) = 138.00 / 25.00 = 5.52 ~
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PROGRAM VE OGRENME CIKTISI / PROGRAM LEARNING OUTCOMES

Ogrenme Ciktllan / Program Ciktilari / Program Outcomes
Healtilyg (Ol 111 (112113 [1.1.4 | 115 [ 116 | 1.1.7 | 1.1.8 | 1.1.9 [1.1.10[1.1.11

1.0grenciler bilgisayar
sistemlerinin giivenligini
tarifleyebilecek ve analiz
edebileceklerdir. Ogrenciler
donanim seviyesindeki ve
fiziksel iletisim katmanindaki
glivenlik kavramlarini ve bu
kavramlarin uygulanmasini
dgreneceklerdir. Ogrenciler
internet agisindan haberlesme
agdlan ile ilgili gtivenlik
problemlerini ve bu
problemlerin tespit edilmesi ile
giderilmesi i¢in uygulanmasi
gereken yéntemleri 5 5 5 5 5 5 5 5 5 5 5
o6greneceklerdir. / Students will
be able to describe and
analyze the security of
computer systems. Students
will learn the concepts of
security at the hardware level
and the physical
communication layer and their
application. Students will learn
the security problems related to
communication networks in
terms of internet and the
methods to be applied to detect
and eliminate these problems.

Katki Dizeyi / Contribution Level : 1-Cok Duistk / Very low, 2-Diistik / Low, 3-Orta / Moderate, 4-Yuksek / High, 5-Cok Yiiksek / Very high
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