2023 - 2024 / EYON421 - Cyber security / Cyber security

GENEL TANIM / GENERAL DESCRIPTION

Ders Adi / Course Name

Cyber security / Cyber security

Ders Kodu / Course Code

EYON421

Ders Tirii / Course Type

Ders Seviyesi / Course Level

Bachelor / Bachelor

Ders Akts Kredi / ECTS 0
Haftalik Ders Saati (Kuramsal) / 3.00
Course Hours For Week

(Theoretical)

Haftalik Uygulama Saati / Course 0.00
Hours For Week (Objected)

Haftalik Laboratuar Saati / Course 0.00
Hours For Week (Laboratory)

Dersin Verildigi Yl / Year 4

Ogretim Sistemi / Teaching System

Daytime Class / Daytime Class

Egitim Dili / Education Language

Turkish / Turkish

On Kosulu Olan Ders(ler) /
Precondition Courses

YOK

None

Amaci / Purpose

Bilisim sistemlerinde karsilasilan gilivenlik zafiyetleri ile tehditlerin anlasilabilmesi ve siber
saldinlara karsi alinmasi gereken 6nlemler konusunda temel kavramsal bilgileri vermeyi
amaclamaktadir.

Lecture aims to provide basic conceptual information about understanding the security
vulnerabilities and threats encountered in information systems and the precautions to
be taken against cyber attacks.

igerigi / Content

Siber Giivenlige dair temel kavramlar. Siber Aktorler ve Savunma Yéntemleri, Siber savas
ve Caydiricilik, Siber Teror ve Terorizmle miicadele, Sifrelemeye giris. Ag glivenligi;
giivenlik duvarlari. Bilgi Giivenligi, Saldin tanima ve durdurma sistemleri. Isletim sistemi
glivenligi, Siber Glivenlik Farkindah@ Olusturma.

Basic concepts of Cyber Security. Cyber Actors and Defense Methods, Cyber warfare
and Deterrence, Cyber Terrorism and the fight against Terrorism, Introduction to
Encryption. Network security; firewalls, Information Security, Attack recognition and
stopping systems,. Operating system security, Creating Cyber Security Awareness.

Onerilen Diger Hususlar /
Recommended Other
Considerations

Staj Durumu / Internship Status

Yok

None

Kitabi / Malzemesi / Onerilen
Kaynaklar / Books / Materials /
Recommended Reading

Siber Giivenlik ve Savunma Kitap Serisi 1- 2- 3-4-5

Ogretim Uyesi (Uyeleri) / Faculty
Member (Members)




OGRENME GIKTILARI / LEARNING OUTCOMES

Dijitallesen dlinyada ag guvenligi ve veri givenligi basta olmak lizere mahremiyetinin hukuki, etik ve To have a knowledge about all the basic concepts of cyber security, including the legal, ethical and
sosyal boyutlar da dahil olmak Uzere siber giivenlige dair tim temel kavramlara hakim olmak social dimensions of privacy, especially network security and data security in the digitalizing world.
Halihazirda varolan ya da gelecekte olasi ortaya ¢ikabilecek siber saldiri, tehdit ve sahteciliklerin To have in-depth experience in the basic approaches followed by existing or possible cyber attacks,
izledigi temel yaklasimlar ve istifade ettikleri insani ve teknik zaaflar ve kullandiklari yontemler threats and frauds in the future, the human and technical weaknesses they exploit and the methods
konusunda derin bir tecriibe sahibi olmalari they use.

Cevrimici aglardaki siber tehditlere yonelik miicadele etmek ve farkindalik yaratmak adina bireyleri

gerekli bilgi ve becerilerle donatmak Equipping individuals with sufficient knowledge and skills to gain awareness of cyber threats

Siber guvenlik istihbarat kaynaklarini takip etmek, analitik ve derinlemesine distinme ve akil ylritme following up all of the cybersecurity intelligence sources and also enhancing analytical and reflective
becerilerini gelistirmek thinking and reasoning skills

HAFTALIK DERS iCERIGi / DETAILED COURSE OUTLINE
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Hafta / Week

Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
1 DERS HAKKINDA GENEL BiLGILENDIRME
GENERAL DISCRIPTION ABOUT THE CLASS
Teorik Dersler / Theoretical Uygulama Lab ?g{ﬁ;ﬂ;}ﬁgg&i\éz Methods On Hazirlik / Preliminary
Techniques
SIBER GUVENLIGE GiRiS,}_ ) ) o )
2 TEMEL KAVRAMLAR VE BILGISAYAR GUVENLIGININ TARIHSEL
GELISIMI
INTRODUCTION TO CYBER SECURITY,,
BASIC CONCEPTS AND HISTORICAL DEVELOPMENT OF
COMPUTER SECURITY
Teorik Dersler / Theoretical Uygulama Lab ?g;ﬁiﬁ:ﬁgtsgig Methods On Hazirlik / Preliminary
Techniques
3 SIBER AKTORLER VE SALDIRI KAVRAMLARI
CYBER ACTORS AND ATTACK CONCEPTS
Teorik Dersler / Theoretical Uygulama Lab ?g&ﬁ;g;:{ﬁg:&ig Methods On Hazirlik / Preliminary
Techniques
4 SIBER SALDIRILAR VE SAVUNMA YONTEMLERI
CYBER ATTACKS AND DEFENCE TECHNIQUES
Teorik Dersler / Theoretical Uygulama Lab Ogretim Yontem ve On Hazirlik / Preliminary

Teknikleri/Teaching Methods
Technigues

5 SIBER SAVAS VE SIBER CAYDIRICILIK

CYBER WARFARE AND CYBER DETERENCE
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
6 SIBER TEROR, TERORIiZM VE MUCADELE
CYBER TERRORIST, TERRORISM AND STRUGGLE
. . Ogretim Yontem ve = .
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Technigues
7 SIBER GUVENLIK FARKINDALIGI OLUSTURMA
CYBER SECURITY AWARENESS
. . Ogretim Yoéntem ve . o
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
8 ViZE
Teorik Dersler / Theoretical Uygulama Lab ?g{ﬁh‘:};:{ﬁgggﬂ\r/‘z Methods On Hazirlik / Preliminary
Technigues
9 SIBER GUVENLIK VE SIFRELEME
CYBER SECURITY AND ENCRYPTION
. . Ogretim Yoéntem ve x .
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
10 MOBIL VE SOSYAL MEDYA ORTAMINDA GUVENLIK
CYBER SECURITY ON MOBILE AND SOCIAL MEDIA
ENVIRONMENT
. . Ogretim Yoéntem ve - o
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
11 KiSISEL VE KURUMSAL VERI GUVENLIGI YONETIMI

PERSONAL AND CORPORATE DATA SECURITY MANAGEMENT
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
12 SIBER GUVENLIGIN KURUMSAL VE EKONOMIK ETKILERI
CORPORATE AND ECONOMIC IMPACTS OF CYBER SECURITY
Teorik Dersler / Theoretical Uygulama Lab ?g{ﬁ;;{g:{ﬁg:ggi\;z Methods On Hazirlik / Preliminary
Technigues
13 SIBER GUVENLIK VE SIBER SALDIRI ANALIZLERI
CYBER SECURITY AND CYBER ATTACK ANALYSIS
Teorik Dersler / Theoretical Uygulama Lab ?g&ﬁ;;&gﬁgﬁ&iﬁz Methods On Hazirlik / Preliminary
Techniques
14 DERS TEKRARI VE DEGERLENDIRME
COURSE REPEAT AND EVALUATION
Teorik Dersler / Theoretical Uygulama Lab ?g{ﬁh‘:};:{ﬁgggﬂ\r/‘z Methods On Hazirlik / Preliminary
Technigues
15 FINAL
FINAL
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DEGERLENDIRME / EVALUATION

. Savi/ Katki Yuzdesi /
Yanyil (Yil) Ii Etkinlikleri / Term (or Year) Learning Activities Nun}llber Percentage of
Contribution (%)
Toplam / Total: 0 0
Basar Notuna Katki Yiizdesi / Contribution to Success Grade(%): 0
Savi/ Katki Yuzdesi /
Yanyil (Yil) Sonu Etkinlikleri / End Of Term (or Year) Learning Activities Nun¥ber Percentage of
Contribution (%)
Toplam / Total: 0 0
Basari Notuna Katki Ylizdesi / Contribution to Success Grade(%): 0
Etkinliklerinin Basar Notuna Katki Yiizdesi(%) Toplami / Total Percentage of Contribution (%) to Success Grade: 0
Degerlendirme Tipi / Evaluation Type:
iS YUKU / WORKLOADS
Siiresi | Toplam Is Yiikii
. Sayi/ (Saat) / (Saat) / Total
SR Er e e Number | Duration Work Load
(Hours) (Hour)
Toplam / Total: 0 0 0

Dersin AKTS Kredisi = Toplam Is Yiikii (Saat) / 25.00 (Saat/AKTS) = 0.00/25.00 = 0.00 ~ 0.00 / Course ECTS Credit = Total Workload (Hour) / 25.00 (Hour / ECTS) = 0.00 / 25.00 = 0.00 ~ 0.00

PROGRAM VE OGRENME CIKTISI / PROGRAM LEARNING OUTCOMES
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Ogrenme Ciktilari /
Learning Outcomes

Program Ciktilari / Program Outcomes

1.1.2

1.1.3

1.1.4

1.1.5

1.1.6

1.1.7

1.1.8

1.1.9

1.1.10(1.1.11

1.1.12

1.1.13

1.1.14

1.1.15

1.Dijitallesen diinyada ag
guvenligi ve veri giivenligi
basta olmak lizere
mahremiyetinin hukuki, etik ve
sosyal boyutlari da dahil olmak
lizere siber glivenlige dair tim
temel kavramlara hakim
olmak / To have a knowledge
about all the basic concepts of
cyber security, including the
legal, ethical and social
dimensions of privacy,
especially network security and
data security in the digitalizing
world.

2.Halihazirda varolan ya da
gelecekte olasi ortaya
clkabilecek siber saldir, tehdit
ve sahteciliklerin izledigi temel
yaklasimlar ve istifade ettikleri
insani ve teknik zaaflar ve
kullandiklari yontemler
konusunda derin bir tecriibe
sahibi olmalari / To have in-
depth experience in the basic
approaches followed by
existing or possible cyber
attacks, threats and frauds in
the future, the human and
technical weaknesses they
exploit and the methods they
use.

3.Cevrimici aglardaki siber
tehditlere yonelik miicadele
etmek ve farkindalik yaratmak
adina bireyleri gerekli bilgi ve
becerilerle donatmak /
Equipping individuals with
sufficient knowledge and skills
to gain awareness of cyber
threats

718




4.Siber guvenlik istihbarat
kaynaklarini takip etmek,
analitik ve derinlemesine
disiinme ve akil yiritme
becerilerini gelistirmek /
following up all of the 2 4 4 4 5 4 5 4 2 3 2 5 5 3
cybersecurity intelligence
sources and also enhancing
analytical and reflective
thinking and reasoning skills

Katki Dizeyi / Contribution Level : 1-Cok Duistk / Very low, 2-Diistik / Low, 3-Orta / Moderate, 4-Yuksek / High, 5-Cok Yiiksek / Very high
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