2023 - 2024 / EYON401 - Cyber Security / Cyber Security

GENEL TANIM / GENERAL DESCRIPTION

Ders Adi / Course Name

Cyber Security / Cyber Security

Ders Kodu / Course Code

EYON401

Ders Tirii / Course Type

Ders Seviyesi / Course Level

Bachelor / Bachelor

Ders Akts Kredi / ECTS 6.00
Haftalik Ders Saati (Kuramsal) / 3.00
Course Hours For Week

(Theoretical)

Haftalik Uygulama Saati / Course 0.00
Hours For Week (Objected)

Haftalik Laboratuar Saati / Course 0.00
Hours For Week (Laboratory)

Dersin Verildigi Yl / Year 4

Ogretim Sistemi / Teaching System

Daytime Class / Daytime Class

Egitim Dili / Education Language

On Kosulu Olan Ders(ler) /
Precondition Courses

yok.

No.

Amaci / Purpose

Siber Giivenlik kavramlarinin yapilmasi.

Making Cyber Security concepts.

igerigi / Content

Siber Giivenlik ve Savunma,

Editorler Prof. Dr. Seref Sagiroglu Prof. Dr. Mustafa Alkan kitap igerigi.

Siber Giivenlik ve Savunma,

Editorler Prof. Dr. Seref Sagiroglu Prof. Dr. Mustafa Alkan book content

Onerilen Diger Hususlar /
Recommended Other
Considerations

Staj Durumu / Internship Status

yok.

No.

Kitabi / Malzemesi / Onerilen
Kaynaklar / Books / Materials /
Recommended Reading

Siber Giivenlik ve Savunma,

Editorler Prof. Dr. Seref Sagiroglu Prof. Dr. Mustafa Alkan

Siber Givenlik ve Savunma,

Editorler Prof. Dr. Seref Sagiroglu Prof. Dr. Mustafa Alkan

Ogretim Uyesi (Uyeleri) / Faculty
Member (Members)

Dr.Ogr.Uyesi Fatih Sahin




OGRENME GIKTILARI / LEARNING OUTCOMES

Siber Glvenlik'in genis teknik, sosyal ve politik yonlerini anlamak. Understand the broad technical, social and political aspects of Cyber Security.
Givenli yazim gelistirme, isletim sistemleri ve veri tabani tasariminin yapisini anlamak. Understand the nature of secure software development, operating systems and database design.
Givenlik korumasini siirdiirmek igin glivenlik yonetimi yontemlerini anlamak. Understanding security management methods to maintain security protection.

HAFTALIK DERS iGERIGi / DETAILED COURSE OUTLINE
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Hafta / Week

Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
1 Siber Guvenlige Genel Bakis
Cyber Security Overview
. . gretim Yont .. _—
Teorik Dersler / Theoretical Uygulama Lab '(I:')gl:ﬁi;(?;ri/(?l'r;:cmi\rgz Methods On Hazirlik / Preliminary
Techniques
2 Giris kontrolu
Access control
Teorik Dersler / Theoretical Uygul Lab Ogretim Yontem ve On Hazirlik / Prelimi
eorik Dersler eoretica ygulama a TeknikleriTeaching Methods n Hazirl reliminary
Techniques
3 Telekomiinikasyon ve Ag Guvenligi
Telecommunications and Network Security
. . Ogretim Yont - L
Teorik Dersler / Theoretical Uygulama Lab Tgl:ﬁill(rlgri/?rgsgig Methods On Hazirlik / Preliminary
Techniques
4 Telekominikasyon ve Ag Guvenligi
Telecommunications and Network Security
gretim YO .
Teorik Dersler / Theoretical Uygulama Lab Ogretim Yontem ve On Hazirlik / Preliminary

Teknikleri/Teaching Methods
Technigues

5 Yazilim Gelistirme Guvenligi

Software Development Security
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
6 Kriptografi
Cryptography
. . Ogretim Yontem ve = .
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Technigues
7 Operasyon Guvenligi
Operational Security
. . Ogretim Yoéntem ve . o
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
8 Ara Sinav
Midterm
gretim YO "
Teorik Dersler / Theoretical Uygulama Lab 'Cl')glzﬁmqeri/(')l'gt:cr:?\i\r,lz Methods On Hazirlik / Preliminary
Technigues
9 Guvenlik Mimarisi ve Tasarimi
Security Architecture and Design
. . Ogretim Yoéntem ve x .
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
10 is Stirekliligi ve Felaket Kurtarma Planlamasi
Business Continuity and Disaster Recovery Planning
. . gretim Yont .. -
Teorik Dersler / Theoretical Uygulama Lab '?eglzﬁill(r;;ri/(?rr;aeg;i\r/\z Methods On Hazirlik / Preliminary
Techniques
11 Yasal, Diizenlemeler, Sorusturmalar ve Adli Tip

Legal, Regulations, Investigations and Forensics
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
12 Fiziksel (Cevre) Guvenlik
Physical (Environmental) Security
Teorik Dersler / Theoretical Uygulama Lab ?ggﬁ;ﬂ;:{ﬁrgsggi\% Methods On Hazirlik / Preliminary
Technigues
13 Gelisen Teknolojiler
Emerging Technologies
Teorik Dersler / Theoretical Uygulama Lab ?g&ﬁﬂ&gﬁgﬁgmz Methods On Hazirlik / Preliminary
Techniques
14 Guivenlik Programlarindan Odiin Verme

Compromise of Security Programs
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DEGERLENDIRME / EVALUATION

Katki Yiizdesi /

Yariyil (Yil) igi Etkinlikleri / Term (or Year) Learning Activities ] Percentage of
Number - A
Contribution (%)

Ara Sinav / Midterm Examination 1 80
Ev Odevi / Homework 1 20
Toplam / Total: 2 100
Basari Notuna Katki Yiizdesi / Contribution to Success Grade(%): 40

Savi/ Katki Yuzdesi /

Yanyil (Yil) Sonu Etkinlikleri / End Of Term (or Year) Learning Activities Nurr¥ber Percentage of

Contribution (%)

Final Sinavi / Final Examination 1 100
Toplam / Total: 1 100
Basari Notuna Katki Y{izdesi / Contribution to Success Grade(%): 60

Etkinliklerinin Basari Notuna Katki Ylizdesi(%) Toplami / Total Percentage of Contribution (%) to Success Grade: 100

Degerlendirme Tipi / Evaluation Type:
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IS YUKU / WORKLOADS

Siiresi | Toplam Is Yiikii
- Sayi/ (Saat) / (Saat) / Total
S e et eEes Number | Duration Work Load
(Hours) (Hour)
Ara Sinav / Midterm Examination 1 2.00 2.00
Ara Sinav igin Bireysel Calisma / Individual Study for Mid term Examination 1 30.00 30.00
Bireysel Calisma / Self Study 14 2.00 28.00
Derse Katilim / Attending Lectures 14 2.00 28.00
Ev Odevi / Homework 4 5.00 20.00
Final Sinavi / Final Examination 1 2.00 2.00
Final Sinavi igiin Bireysel Calisma / Individual Study for Final Examination 1 40.00 40.00
Toplam / Total: 36 83.00 150.00

Dersin AKTS Kredisi = Toplam s Yiikii (Saat) / 25.00 (Saat/AKTS) = 150.00/25.00 = 6.00 ~ 6.00 / Course ECTS Credit = Total Workload (Hour) / 25.00 (Hour / ECTS) = 150.00 / 25.00 = 6.00 ~ 6.00

718




PROGRAM VE OGRENME CIKTISI / PROGRAM LEARNING OUTCOMES

Ogrenme Ciktllan / Program Ciktilari / Program Outcomes
Healtilyg (Ol 111 (112113 [1.1.4 | 115 [ 116 | 1.1.7 | 1.1.8 | 1.1.9 [1.1.10[1.1.11

1.Siber Guvenlik'in genis
teknik, sosyal ve politik
yonlerini anlamak. /
Understand the broad
technical, social and political
aspects of Cyber Security.

2.Guvenli yazilm gelistirme,
isletim sistemleri ve veri tabani
tasariminin yapisini anlamak. /
Understand the nature of 4
secure software development,
operating systems and
database design.

3.Guvenlik korumasini
surdurmek igin giivenlik
y6netimi yontemlerini
anlamak. / Understanding
security management methods
to maintain security protection.

Katki Dlzeyi / Contribution Level : 1-Cok Diisuk / Very low, 2-Diistk / Low, 3-Orta / Moderate, 4-Yuksek / High, 5-Cok Yiiksek / Very high
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