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GENEL TANIM / GENERAL DESCRIPTION

Ders Adi / Course Name

Software Application in Industry / Software Application in Industry

Ders Kodu / Course Code

ESOF413

Ders Tirii / Course Type

Ders Seviyesi / Course Level

Bachelor / Bachelor

Ders Akts Kredi / ECTS 6.00
Haftalik Ders Saati (Kuramsal) / 3.00
Course Hours For Week

(Theoretical)

Haftalik Uygulama Saati / Course 0.00
Hours For Week (Objected)

Haftalik Laboratuar Saati / Course 0.00
Hours For Week (Laboratory)

Dersin Verildigi Yl / Year 4

Ogretim Sistemi / Teaching System

Daytime Class / Daytime Class

Egitim Dili / Education Language

English / Turkish

On Kosulu Olan Ders(ler) /
Precondition Courses

yok

no

Amaci / Purpose

Givenli yazihm gelistirme ile ilgili temel kavramlari, glivenli yazilim gelistirme sirecini ve
ortamlarini 6grenmek.

To learn the basic concepts of secure software development, secure software
development process and environments.

igerigi / Content

Bu ders; Givenli Yaziim Gelistirmeye Giris ve Temel Kavramlar, Yazilim gelistirme
sureci ve ortamlari, Yazilimlarin derlenmesi ve sifrelenmesi, Agik kaynak kodlu
yazilimlarda giivenlik isletim sistemi koruma kalkanlarni: giivenlik duvarlar ve anti virisler,
Internet tabanl yazilimlarda glivenlik ve sunucu ayarlari Mobil uygulamalara yonelik
glvenlik tedbirleri, E-devlet ve e-is uygulamalarina yénelik glivenli yazihm gelistirme
ilkeleri, Yazilimlara yonelik siber saldiri araglan: kétii amagh yazihmlar, virGsler, solucanlar,
vd., Siber korsanlarin ve casuslarin kullandigi ag protokolleri ve portlar, Ag protokolleri ve
portlar lizerinden gelen saldirilan belirleme, tepki, yaklasimlar ve ¢6ziim, Guvenli
veritabani ydnetim sistemi olusturma, kisisel ve kurumsal verilerin korunmasi, Sistem
yedekleme yontem ve araglar, Sistem ve veri kurtarma yazilimlan konularini icermektedir.

This course; Introduction to Secure Software Development and Basic Concepts,
Software development process and environments, Compilation and encryption of
software, Security in open source software Operating system protection shields:
firewalls and anti-viruses, Security and server settings in Internet-based software
Security measures for mobile applications, E- Principles of secure software
development for government and e-business applications, Cyber attack tools for
software: malware, viruses, worms, etc., Network protocols and ports used by hackers
and spies, Identifying and reacting to attacks coming through network protocols and
ports, approaches and solution, Creating a secure database management system,
protecting personal and corporate data, System backup methods and tools.

Onerilen Diger Hususlar /
Recommended Other
Considerations

Staj Durumu / Internship Status

Kitabi / Malzemesi / Onerilen
Kaynaklar / Books / Materials /
Recommended Reading

Ogretim Uyesi (Uyeleri) / Faculty
Member (Members)
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OGRENME GIKTILARI / LEARNING OUTCOMES

1.Guvenli yazilim gelistirmeye iliskin temel kavramlari, yazilm gelistirme sirecini ve ortamlarini 1.To learn the basic concepts of secure software development, software development process and
6grenmek. 2. Guvenli yazilim hazirlama, kullanma ve glvenlik araglarini kullanma hakkinda bilgi environments. 2. To have knowledge about preparing and using secure software and using security
sahibi olmak. 3. isletim sistemlerinde giivenlik duvan ve antiviriisler kavramlarini kavrama yetenegi tools. 3. To gain the ability to comprehend the concepts of firewall and antiviruses in operating
kazanmak. 4. Internet ve mobil tabanli uygulamalarda guivenlik tedbirlerini 6grenmek. 5. Siber systems. 4. To learn security measures in internet and mobile based applications. 5. To have
saldirilar, k6tl yazihmlar ve virusler hakkinda bilgi sahibi olmak. 6. Glivenli veritabani ydnetim knowledge about cyber attacks, malware and viruses. 6. Research and learn about secure database
sistemlerini arastirmak ve 6grenmek. 7. Web sunucusu ve veritabani sunucusu guvenlik ayarlarini management systems. 7. To learn the web server and database server security settings. 8. To learn
ogrenmek. 8. Yazilim ve veritabani yedekleme, geri yikleme ile ilgili uygulamalan 6grenmek. 9. software and database backup and restore applications. 9. Research and learn about secure software
Kamu ve 6zel sektordeki glivenli yazilim gelistirme ¢alismalarini arastirmak ve 6grenmek. development in the public and private sectors.

HAFTALIK DERS ICERIGi / DETAILED COURSE OUTLINE
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Hafta / Week

Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
1 Guvenli Yaziim Geligtirmeye Giris ve Temel Kavramlar
Introduction to Secure Software Development and Basic Concepts
. . gretim Yont .. _—
Teorik Dersler / Theoretical Uygulama Lab '(I:')gl:ﬁi;(?;ri/(?l'r;:cmi\rgz Methods On Hazirlik / Preliminary
Techniques
2 Yazilim gelistirme siireci ve ortamlari
Software development process and environments
Teorik Dersler / Theoretical Uygulama Lab ?g;ﬁiﬁ:ﬁgtsgig Methods On Hazirlik / Preliminary
Techniques
3 Yazilimlarin derlenmesi ve sifrelenmesi
Compiling and encrypting software
. . Ogretim Yont - _
Teorik Dersler / Theoretical Uygulama Lab Tgl:ﬁill(rlgri/?rgsgig Methods On Hazirlik / Preliminary
Techniques
4 Acik kaynak kodlu yaziimlarda guivenlik
Security in open source software
gretim YO "
Teorik Dersler / Theoretical Uygulama Lab Ogretim Yontem ve On Hazirlik / Preliminary

Teknikleri/Teaching Methods
Technigues

5 isletim sistemi koruma kalkanlari: giivenlik duvarlari ve anti viriisler

Operating system protection shields: firewalls and antiviruses
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
6 Internet tabanl yazilimlarda glivenlik ve sunucu ayarlari
Security and server settings in Internet-based software
. . Ogretim Yontem ve = .
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Technigues
7 Vize sinavi
Midterm exam
. . Ogretim Yoéntem ve . o
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
8 Mobil uygulamalara yonelik glivenlik tedbirleri
Security measures for mobile applications
gretim YO .
Teorik Dersler / Theoretical Uygulama Lab 'Cl')glzﬁmqeri/(')l'gt:cr:?\i\r,lz Methods On Hazirlik / Preliminary
Technigues
E-devlet ve e-is uygulamalarina yonelik glivenli yazihm gelistirme
9 h .
ilkkeleri
Secure software development principles for e-government and e-
business applications
. . Ogretim Yont - .
Teorik Dersler / Theoretical Uygulama Lab Tgl:ﬁiw:eri/?rr;:(r‘}]ﬁ\rg Methods On Hazirlik / Preliminary
Techniques
10 Yazilimlara yonelik siber saldin araclar: kéti amagli yaziimlar,
virsler, solucanlar, vd.
Cyber attack tools for software: malware, viruses, worms, etc.
. . gretim Yont .. -
Teorik Dersler / Theoretical Uygulama Lab '?eglzﬁill(r;;ri/(?rr;aeg;i\r/\z Methods On Hazirlik / Preliminary
Techniques
11 Siber korsanlarin ve casuslarin kullandigr ag protokolleri ve portlar

Network protocols and ports used by hackers and spies
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
12 Ag protokolleri ve portlar lizerinden gelen saldirilar belirleme, tepki,
yaklasimlar ve ¢6zim
Identifying, reacting, approaching and resolving incoming attacks
over network protocols and ports
gretim YO .
Teorik Dersler / Theoretical Uygulama Lab '?glzﬁ;LT;ri/%Zt:g;li\éz Methods On Hazirlik / Preliminary
Technigues
13 Giuvenli veritabani yonetim sistemi olusturma, kisisel ve kurumsal
verilerin korunmasi
Creating a secure database management system, protecting
personal and corporate data
. . Ogretim Yont - .
Teorik Dersler / Theoretical Uygulama Lab Tgl:ﬁill(rlrt\eri/s)l'r;sgiﬁge; Methods On Hazirlik / Preliminary
Techniques
14 Final sinavi
Final exam
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DEGERLENDIRME / EVALUATION

. Savi/ Katki Yuzdesi /
Yanyil (Yil) Ii Etkinlikleri / Term (or Year) Learning Activities y Percentage of
Number - A
Contribution (%)
Ara Sinav / Midterm Examination 1 100
Toplam / Total: 1 100
Basar Notuna Katki Yiizdesi / Contribution to Success Grade(%): 40
Savi/ Katki Yuzdesi /
Yanyil (Yil) Sonu Etkinlikleri / End Of Term (or Year) Learning Activities y Percentage of
Number o s
Contribution (%)
Final Sinavi / Final Examination 1 100
Toplam / Total: 1 100
Basari Notuna Katki Yiizdesi / Contribution to Success Grade(%): 60
Etkinliklerinin Basar Notuna Katki Yiizdesi(%) Toplami / Total Percentage of Contribution (%) to Success Grade: 100
Degerlendirme Tipi / Evaluation Type:
iS YUKU / WORKLOADS
Siiresi | Toplam Is Yiikii
. Sayi/ (Saat) / (Saat) / Total
SR Er e e Number | Duration Work Load
(Hours) (Hour)
Ara Sinav / Midterm Examination 1 1.00 1.00
Ara Sinav igin Bireysel Calisma / Individual Study for Mid term Examination 1 8.00 8.00
Bireysel Calisma / Self Study 14 5.00 70.00
Derse Katilim / Attending Lectures 14 4.00 56.00
Ev Odevi / Homework 2 1.00 2.00
Final Sinavi / Final Examination 1 1.00 1.00
Final Sinavi igiin Bireysel Calisma / Individual Study for Final Examination 1 8.00 8.00
Toplam / Total: 34 28.00 146.00
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Dersin AKTS Kredisi = Toplam Is Yiikii (Saat) / 25.00 (Saat/AKTS) = 146.00/25.00 = 5.84 ~ / Course ECTS Credit = Total Workload (Hour) / 25.00 (Hour / ECTS) = 146.00 / 25.00 = 5.84 ~

PROGRAM VE OGRENME CIKTISI / PROGRAM LEARNING OUTCOMES
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Ogrenme Ciktllan / Program Ciktilari / Program Outcomes

Hzaltillyg) QUi 144 [ 112143 [ 114 [ 115 [ 146 [ 117 [ 148 [ 109 [1.1.10[1.0.11
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1.1.Guvenli yazilm
gelistirmeye iliskin temel
kavramlar, yazilim gelistirme
surecini ve ortamlarini
ogrenmek. 2. Giivenli yazihm
hazirlama, kullanma ve
glvenlik araclarnni kullanma
hakkinda bilgi sahibi olmak. 3.
isletim sistemlerinde giivenlik
duvari ve antiviriisler
kavramlarini kavrama yetenegi
kazanmak. 4. Internet ve mobil
tabanl uygulamalarda glivenlik
tedbirlerini 6grenmek. 5. Siber
saldirilar, kétl yazihmlar ve
virtsler hakkinda bilgi sahibi
olmak. 6. Giivenli veritabani
yonetim sistemlerini arastirmak
ve 6grenmek. 7. Web
sunucusu ve veritabani
sunucusu guvenlik ayarlarini
o6grenmek. 8. Yazilim ve
veritabani yedekleme, geri
yukleme ile ilgili uygulamalari
6grenmek. 9. Kamu ve 6zel
sektordeki guvenli yazim
gelistirme calismalarini
arasgtirmak ve 6grenmek. / 1.To
learn the basic concepts of
secure software development,
software development process
and environments. 2. To have
knowledge about preparing
and using secure software and
using security tools. 3. To gain
the ability to comprehend the
concepts of firewall and
antiviruses in operating
systems. 4. To learn security
measures in internet and
mobile based applications. 5.
To have knowledge about
cyber attacks, malware and
viruses. 6. Research and learn
about secure database
management systems. 7. To
learn the web server and
database server security
settings. 8. To learn software
and database backup and
restore applications. 9.
Research and learn about
secure software development
in the public and private
sectors.
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Katki Dlzeyi / Contribution Level : 1-Cok Diistk / Very low, 2-Dislik / Low, 3-Orta / Moderate, 4-Yuksek / High, 5-Cok Yiiksek / Very high
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